HEROTEL Sendgrid

New functionality: SendGrid

We’ve added the ability send mails via SendGrid to HeroTill, which is done via an http-
based API instead of an smtp connection.

Why use SendGrid?

Disadvantages of SMTP Advantages to using SendGrid’s API
Guaranteed delivery to sendmail’s
It has a server limitation service via http API

Time delays because of multiple servers
used to deliver your message which can
cause delivery failure and timeout errors

Firewalls can block common ports
associated with SMTP, and also flag Tracking of customer side mail delivery
them as spam

Processing of bounced mails

Some firewalls can block ports commonly

used with SMTP. It can also be hacked Tracking of customer side mail opening

Not always a detailed record /report A much more detailed delivery report is
available now available for every message

As you can see, SendGrid is a great tool to use to ensure better delivery and reporting and
control of your sent messages.

Setting up SendGrid

We have put together this SendGrid setup guide to ensure the mail delivery and mail
tracking is correctly configured

Important things to remember:

» sendmail uses the local server’s own sendmail service to deliver mail. Please ensure
that it is configured correctly to allow mail delivery.

» smtp uses the settings defined below to deliver mail via an external mail server.

» The remote SMTP server needs to be configured to accept smtp connections from this
host.

» SendGrid uses API settings defined below to deliver mail via a third-party http API
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service. An active account with https://sendgrid.comis required for this to work

Requirements for setting up SendGrid

» a subscription with Sendgrid is required for this API to work

» For an optimal spam score custom DNS entries needs to be configured

» This new functionality requires a composer update to install the SendGrid library.

» *At the same time the hybridauth composer library is being downgraded from v3 to v2
to ensure compatibility with DT2.0

» A webhook on SendGrid’s side will automatically update the maillog on the HeroTill
side should an email bounce after SendGrid has delivered it. This will result in the mail
being marked as failed at that point in time.

e A new “Bounced” column and mail status has been added to show mails that were
bounced after they were marked as “Delivered”. The bounce functionality will only be
used by SendGrid.

» The existing SMTP and sendmail delivery mechanisms do not support bounce
detection

» to get delivery and open notifications to work a webhook needs to be registered in the
SendGrid config. this webhook must point to /api/vl/sendgrid webhook

 In the sangria portal (https://app.sendgrid.com/settings/mail settings) go to Settings,
Mail Settings, and enable event notifications. Use the url as indicated above for the
webhook.

» Note that the relevant actions to check includes Dropped, Delivered, Bounced,
Opened, etc

» Note that each time you update the mail sending options in DataTill the webhook
settings will automatically be configured via an API call to SendGrid

Webhook settings

Go to www.sendgrid.com, register and create an account for yourself. Click on Integrate
using our Web API or SMTP relay when you are done.
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Integrate using our Web APl or SMTP Relay

T e How to send email using the SMTP Relay
B reaats 1 Create an AP key
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API key a name, preferably something that is easy to identify. Click on create key to
generate your key.
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7  Configure your application
Configure your application with the settings below.
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This key is essentially your password. Copy it somewhere safely, because SendGrid will not
allow you to view your key again.

Check that you've updated my settings and click on verify integration.
Setting up SendGrid in HeroTill

Get your API Key ready. In HeroTill, go to Settings-> System Settings->SMTP settings.
Set the SMTP Protocol to SendGrid. and paste the key that you have just generated into the
API key box.

Klai Dalvary Sattings

SMTP Protocal = ssrpigric

sendmal uses the local Her Tl serser's cwn sandmall serdaca 10 delves mal
= Senaimail s i Do SEreRTS O SanOMall Sereol 10 Dl mal
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o BIAP uSid T SElEngs defred Dalcw M0 Silresr mdd vl 8N xlinfull Ml Sireer

The mmota SMTP st s 15 be config Ecepl amip comachors hrom Bl ol
« mandgrid usen ap seftings dbred below o delve ml vis @ e parky Sip AP ssnacs
A pcien accoun with I8 requares bor B o mork
Sandgrid API Eey = S0 uCconTHRAFGIFP4yRESCO, bwl T few S o HELI2eO0 S0 pOe MT UG YLINY A
AR GELsA SasLrRETRIAR b AL 1 L I S ey S

To configurs the Sendged AP ey 0% 1o

This AP ey mus Fawn full access: in order for e webhook io lunclion This s requined for Bounced mail

nirwerii i B procuad
Enable mail open Detection = m
Enabiis o chidabien rachisg of minl oganing

Wra fuibbiad B redibb TR g Wil D Paailind (T80 Dy M 10 oo Dicang of mais
A wobhoo will be used io update the noFcaton QUELE D Indicale shan mais ore Dpoened
Thiz wwiich doms ol afsct Ba detection ol bouncesd =l detaction

Ensure that mail open Detection is switched to yes and click on update when you are done.
Testing

To test your integration in HeroTill, go to Tools-> Messages-> Send message.
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Customer 1126-Ime1028 x|V

Autofill with Customer Details

Cell Number

Cell Number to send the message to

Email Address (D

Email address to send the message lo

Message Hello

F
5 Characters

Message details

Please Note: Entering details into both the Cell
Number & Email Address boxes will result in your
message being sent to both at the same time.

Clear All Send Message

Choose a customer, enter their email address and press send.

If your message was sent successfully, it will look like this:
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Message from Lab 4

Here on
the message log we can see that it was successfully delivered.
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Showang 1o 1 ol | snines n

Testing in SendGrid

In SendGrid, go to verify integration:

Integrate using our Web APl or SMTP Relay

ey Let's test your integration

Wity Inbmgration
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If it has worked, you will receive this message:

Integrate using our Web APl or SMTP Relay

@ vty It worked!

To check the details of this message, go to Activity on the left bottom menu.
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[ Activity

REEMIATION 100%
S

VIEW ACCOUNT USAGE

The Activity feed will open and show you your message’s details.
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Activity Feed

And that is it! If you have any further queries or feedback, please contact us on
support@herotill.com

https://support.herotill.com | 10



